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Federated learning 

Data Owners 
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computations 

using private 

data 

Aggregator 

coordinates the 

training 

images: Flaticon.com <a href="https://www.flaticon.com/free-icons/devil" title="devil icons">Devil icons created by Saepul Nahwan - Flaticon</a> 

<a href="https://www.flaticon.com/free-icons/database" title="database icons">Database icons created by Freepik - Flaticon</a> 

𝜃 

𝜃 1 

𝜃 

𝜃 𝑛 

… … 

𝜃 1 = 𝑓(𝜃, 𝑑1) 

𝜃 𝑛 = 𝑓(𝜃, 𝑑𝑛) 



17/09/2025 - 5 

Adversarial attacks in FL: malicious DO 
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Adversarial attacks in FL: malicious aggregator 
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Adversarial attacks in FL: malicious server 
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𝜃 

𝜃 𝑛 

… … 

𝜃 𝑛 = 𝑓(𝜃, 𝑑𝑛) 

𝜃 1 = 𝑓(𝜃′, 𝑑1) 

Is there a way to mitigate attacks to the federated model 

while preserving privacy of the sensitive data? 
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Verifiable FL 

Definition (Verifiable FL). FL is verifiable if selected parties are able to 

verify that the tasks of all participants are correctly performed without 

deviation. 

• All participants, i.e. both data owners and server(s) 

• Attacks mitigation: no free-riders, no model-poisoning, no data-

poisoning* 
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A survey on Verifiable Cross-Silo FL 
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Verification with ZKP 
 

Zero-Knowledge Proof (ZKP) is a method by which one party can prove 

to another party the validity of a statement without revealing the statement 

itself. 

 
 

• Arbitrary* computations  

• Better complexities 

• To verify the result is cheaper than to compute 

• Flexible proofs: one can reinforce the proof 

with additional info (noise, fairness, other local 

model’s properties, …) 
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Schnorr’s Sigma-Protocol 

Prover: 𝑦, 𝑔, 𝑤  Verifier: 𝑦, 𝑔 

images: Flaticon.com 

1. Prover computes 

𝐶 = 𝑔𝑎 (𝑎 is chosen 

randomly) 
2. Verifier generates a 

random challenge r 
 

r 
 

3. Prover computes 

𝑧 = 𝑎 + 𝑟𝑤 

𝑧 

C 

4. Verifier checks that 

𝑔𝑧 = 𝐶 ∙ 𝑦𝑟 

𝑦 = 𝑔𝑤 

𝑔𝑎+𝑟𝑤 = 𝑔𝑎 ∙ (𝑔𝑤)𝑟 
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Schnorr’s Sigma-Protocol 

Prover: 𝑦, 𝑔, 𝑤  Verifier: 𝑦, 𝑔 
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1. Prover computes 

𝐶 = 𝑔𝑎 

2. Prover generates a 

challenge r = 𝐻(𝐶) 
 

 3. Prover computes 

𝑧 = 𝑎 + 𝑟𝑤 

𝑧 

C 

4. Verifier checks that 

𝑔𝑧 = 𝐶 ∙ 𝑦𝐻(𝐶) 

𝑦 = 𝑔𝑤 
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Schnorr’s Sigma-Protocol 

Prover Verifier 

images: Flaticon.com 

1. Prover computes 

𝐶 = 𝑔𝑎 

2. Prover generates a 

challenge r = 𝐻(𝐶) 

3. Prover computes 

𝑧 = 𝑎 + 𝑟𝑤 

𝑧 

C 

4. Verifier checks that 

𝑔𝑧 = 𝐶 ∙ 𝑦𝑟 

𝑦 = 𝑔𝑤 

Proving algorithm Verification algorithm 

Proof 
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Schnorr’s Sigma-Protocol 

Prover Verifier 

images: Flaticon.com 

𝑦 = 𝑔𝑤 

Proving algorithm Verification algorithm Proof 

Public I/O Witness 
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General purpose ZKP 

Prover Verifier 

images: Flaticon.com 

Proving algorithm Verification algorithm Proof 

y = 𝑓(𝑥, 𝑤) 

Public I/O Witness 

𝑓 could be 

represented as a 

circuit: 

Public Input 

Witness 

Public Output 
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General purpose ZKP 

Prover Verifier 

images: Flaticon.com 

𝜋 ← 𝑃𝑟𝑜𝑣𝑒(𝑓, 𝑥, 𝑦, 𝑤) 𝜋, 𝑦 
1/0 ← 𝑉𝑒𝑟𝑖𝑓𝑦(𝑓, 𝑥, 𝑦, 𝜋) 

y = 𝑓(𝑥, 𝑤) 
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General purpose ZKP with preprocessing  

Prover Verifier 

images: Flaticon.com 

𝑝𝑘 ← 𝑃𝑟𝑒𝑝𝑟𝑜𝑐(𝑓) 
𝜋 ← 𝑃𝑟𝑜𝑣𝑒(𝑝𝑘, 𝑥, 𝑦, 𝑤) 

 

𝜋, 𝑦 𝑣𝑘 ← 𝑃𝑟𝑒𝑝𝑟𝑜𝑐(𝑓) 
1/0 ← 𝑉𝑒𝑟𝑖𝑓𝑦(𝑣𝑘, 𝑥, 𝑦, 𝜋) 

y = 𝑓(𝑥, 𝑤) 



17/09/2025 - 20 

General purpose ZKP 

Aleksei Korneev, Jan Ramon, SoK: Verifiable Cross-Silo FL 
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ZKP for practical FL 

 ML models often contain many parameters, one can have a circuit 𝐶 with 

> 106 gates 

o Proof size: at most  𝑙𝑜𝑔 𝐶  

o Verification : at most  𝑙𝑜𝑔 𝐶   

o Prover’s storage: at most  𝑙𝑜𝑔 𝐶   

 

 

 

o Prover’s runtime memory: at most  𝑙𝑜𝑔 𝐶   

 

Existing general-purpose ZKP do not fit the requirements for practical FL.  
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ZKP for partitioned circuits 

Rosenberg et al., Hekaton: Horizontally-Scalable zkSNARKs via Proof Aggregation.,  
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ZKP for partitioned circuits 

Rosenberg et al., Hekaton: Horizontally-Scalable zkSNARKs via Proof Aggregation.,  
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ZKP for partitioned circuits 

Prover Verifier 

𝑦 = 𝑓(𝑥, 𝑤) 

𝑝𝑘1 ← 𝑃𝑟𝑒𝑝𝑟𝑜𝑐(𝑓1) 
𝑝𝑘2 ← 𝑃𝑟𝑒𝑝𝑟𝑜𝑐(𝑓2) 
𝑝𝑘3 ← 𝑃𝑟𝑒𝑝𝑟𝑜𝑐(𝑓3) 

 
 

𝜋1 ← 𝑃𝑟𝑜𝑣𝑒(𝑝𝑘1, 𝑥1, 𝑦1, 𝑤1) 
 

𝜋2  ← 𝑃𝑟𝑜𝑣𝑒 𝑝𝑘2, 𝑥2, 𝑦2, 𝑤2  

 

𝜋3 ← 𝑃𝑟𝑜𝑣𝑒(𝑝𝑘3, 𝑥3, 𝑦2, 𝑤3) 
 

 

 

 
𝑣𝑘1 ← 𝑃𝑟𝑒𝑝𝑟𝑜𝑐(𝑓1) 
𝑣𝑘2 ← 𝑃𝑟𝑒𝑝𝑟𝑜𝑐(𝑓2) 
𝑣𝑘3 ← 𝑃𝑟𝑒𝑝𝑟𝑜𝑐(𝑓3) 

 
 
1/0 ← 𝑉𝑒𝑟𝑖𝑓𝑦(𝑣𝑘1, 𝑥1, 𝑦1, 𝜋1)  
 
1/0 ← 𝑉𝑒𝑟𝑖𝑓𝑦(𝑣𝑘2, 𝑥2, 𝑦2, 𝜋2)  
 

1/0 ← 𝑉𝑒𝑟𝑖𝑓𝑦(𝑣𝑘3, 𝑥3, 𝑦3, 𝜋3) 
 

𝜋1, 𝑦1 

𝜋2, 𝑦2 

𝜋3, 𝑦3 
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ZKP for partitioned circuits 

New problems to solve: 

• Proofs are independent: no 

guarantee that the same 

secret values are used 

• Intermediate values are 

revealed 

• Communication and 

computational costs are 

higher 
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Incremental ZKP 

Prover Verifier 

𝜋3, 𝑦3  

𝑦 = 𝑓 𝑥, 𝑤  

𝑝𝑘 ← 𝑃𝑟𝑒𝑝𝑟𝑜𝑐(𝑓 ) 
 

𝜋1 ← 𝑃𝑟𝑜𝑣𝑒(𝑝𝑘, 𝑥1, 𝑤1, _) 
𝜋2  ← 𝑃𝑟𝑜𝑣𝑒 𝑝𝑘, 𝑥2, 𝑤2, 𝝅𝟏  

𝜋3 ← 𝑃𝑟𝑜𝑣𝑒(𝑝𝑘, 𝑥3, 𝑤3, 𝝅𝟐) 
 

 

 

𝑣𝑘 ← 𝑃𝑟𝑒𝑝𝑟𝑜𝑐(𝑓 ) 
 
 
 
 
 
1/0 ← 𝑉𝑒𝑟𝑖𝑓𝑦(𝑣𝑘, 𝑥3, 𝑦3, 𝜋3) 

 Is there a ZKP scheme to compute proofs recursively ? 

 How to implement the function 𝑓  ? 
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Nova 
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Nova and more... 
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Universal Function 

𝐹𝑢𝑛𝑐𝑡𝑖𝑜𝑛 𝑓 [𝑜𝑝], 𝑣𝑘, 𝑥𝑖−1, 𝑥𝑖 , (𝑤, 𝜋) : 
  if 𝑜𝑝𝑖  == 1: 
     𝑥𝑖  = 𝑓1(𝑥𝑖−1, 𝑤) 
 
  if 𝑜𝑝𝑖  == 2: 
     𝑥𝑖  = 𝑓2(𝑥𝑖−1, 𝑤) 
 
  if 𝑜𝑝𝑖  == 3: 
     𝑥𝑖  = 𝑓3(𝑥𝑖−1, 𝑤) 
 
1 ==Verify(𝑣𝑘, 𝑜𝑝𝑖−1, 𝑥𝑖−1, 𝑥𝑖 , 𝜋) 
 
Output   y 
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Universal Function 

𝐹𝑢𝑛𝑐𝑡𝑖𝑜𝑛 𝑓 [𝑜𝑝], 𝑣𝑘, 𝑥𝑖−1, 𝑥𝑖 , (𝑤, 𝜋) : 
  if 𝑜𝑝𝑖  == 1: 
     𝑥𝑖  = 𝑓1(𝑥𝑖−1, 𝑤) 
     … 
     𝑥𝑖  = 𝑓3(𝑥𝑖−1, 𝑤) 
 
1 ==Verify(𝑣𝑘, 𝑜𝑝𝑖−1, 𝑥𝑖−1, 𝑥𝑖 , 𝜋) 
 
Output   y 
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ZKP for partitioned circuits 

New problems to solve: 

• Proofs are independent 

• Intermediate values are not 

revealed  

• Communication and 

computational costs are 

reduced  

<a href="https://www.flaticon.com/free-icons/checkbox" title="checkbox icons">Checkbox icons created by inkubators - Flaticon</a> 
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Universal Function with shared memory 

𝐹𝑢𝑛𝑐𝑡𝑖𝑜𝑛 𝑓 [𝑜𝑝], 𝑣𝑘, 𝑥𝑖−1, 𝑥𝑖 , 𝑚𝑒𝑚_ℎ𝑎𝑠ℎ , (𝜋, 𝑚𝑒𝑚) : 
 
w = read(mem) 
mem_hash == H(mem) 
 
 if 𝑜𝑝𝑖  == 1: 
     𝑥𝑖  = 𝑓1(𝑥𝑖−1, 𝑤) 
     … 
     𝑥𝑖  = 𝑓3(𝑥𝑖−1, 𝑤) 
 
1 ==Verify(𝑣𝑘, 𝑜𝑝𝑖−1, 𝑥𝑖−1, 𝑥𝑖 , 𝜋) 
 
Output   y 
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Verifiable FL via Incremental ZKP: example 

𝜃 , 𝜋𝑛 

𝑝𝑘 ← 𝑃𝑟𝑒𝑝𝑟𝑜𝑐(𝑓 ) 
 

𝑦1 = 𝑓 (𝜃, 𝑑) 
𝜋1 ← 𝑃𝑟𝑜𝑣𝑒 𝑝𝑘, 𝜃, 𝑦1, 𝑑, _  

𝑦2 = 𝑓 (𝑦1, 𝑑) 
𝜋2 ← 𝑃𝑟𝑜𝑣𝑒 𝑝𝑘, 𝑦1, 𝑦2, 𝑑, 𝜋1  

… 

𝜃 = 𝑓 (𝑦𝑛−1, 𝑑) 
𝜋𝑛 ← 𝑃𝑟𝑜𝑣𝑒 𝑝𝑘, 𝑦𝑛−1, 𝜃 , 𝑑, 𝜋𝑛−1  

 

 

𝑣𝑘 ← 𝑃𝑟𝑒𝑝𝑟𝑜𝑐(𝑓 ) 
𝜃 

Data  owner Aggregator (verifier) 

 
1/0 ← 𝑉𝑒𝑟𝑖𝑓𝑦(𝑣𝑘, 𝜃, 𝜃 , 𝜋𝑛) 
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Comparison with other approaches 

Verifiable FL 

protocol 
Proof size 

DO’s 

proving 

cost 

DO’s 

runtime 

memory 

Verification 

cost 

ZKP 

scheme 

Rückel et al. 𝑂(1) 𝑂(𝐶 log(𝐶)) 𝑂(𝐶) 𝑂(1) Groth16 

Heiss et al. 𝑂(1) 𝑂(𝐶 log(𝐶)) 𝑂(𝐶) 𝑂(1) Groth16 

Federify et al. 𝑂(1) 𝑂(𝐶 log(𝐶)) 𝑂(𝐶) 𝑂(1) Groth16 

Our protocol 𝑂(log(𝐶)) 𝑂(𝐶 log(𝐶)) 𝑂(𝐶′) 𝑂(log(𝐶)) Nova* + 

Spartan 

Table 1: A comparison of asymptotic complexity of ZKP-based FL protocols, where 

𝐶 – the size of a circuit that represents DO’s calculations, 

𝐶′ - the size of the largest subcircuit. 
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Thank you for the attention! 


