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AI-based attacks and defenses
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13 Adversarial examples
Modify inputs slightly to change model predictions
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Modify inputs slightly to change model predictions
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Modify inputs slightly to change model predictions



18 Counterfactual examples as an “explainable AI” technique
When misclassifications happen

https://interpret.ml/DiCE/
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Extending DiCE with a new sampling technique
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Modify inputs slightly to change model predictions
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examples the same?
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Modify inputs slightly to change model predictions



25 Key differences
Modify inputs slightly to change model predictions



26 Bridging explainability and adversarial-generation methods
Modify inputs slightly to change model predictions



27 Bridging explainability and adversarial-generation methods

ℒ 𝑥′ = 𝜆1𝑑 𝑥 𝑥′ + 𝜆2ℓ 𝑓 𝑥′ 𝑦 + 𝜆3𝜙 𝐶 𝑥′ + 𝜆4𝜓 𝐴 𝑥′ + 𝜆5𝐻 𝑥′

𝑦 = 𝑓 𝑥

⋅ ⋅

⋅

𝐴 ⋅

⋅

Modify inputs slightly to change model predictions
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𝜆2
𝐶,𝜓,𝐻

𝜆2
𝐶,𝜓,𝐻

Modify inputs slightly to change model predictions



29 Experimental setup and evaluation
A human-in-the-loop analysis
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31 Ongoing work
Adversarial and counterfactual examples



32 Future directions
Unifying Adversarial Examples, Counterfactual Explanations & HITL



33 Summary & Takeaways
Adversarial examples and counterfactual explanations
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Next steps
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Thanks!
Any questions?

Davy Preuveneers
Davy.Preuveneers@kuleuven.be
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